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1
Decision/action requested

It is requested to approve the new key issue into TS 33.835.
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Rationale

GBA-push [1] is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. GBA-push is closely related to and builds upon GBA as specified in TS 33.220 [2]. 
Considering that the push mechanism is an efficient way for the message transimission initiated by application fuction, and the interworking operation between AKAM and GBA for backward copmetaibility, it would be beneficial to support the push mechanism for the AKMA.

It is proposed to add a new key issue on the security requirement for AKMA push.
4
Detailed proposal

*************** Start of Change 1 ****************
5.X
Key Issue #X: AKMA push

5.X.1 Issue detail

The GBA push feature specified in TS 33.223 [XX] is a mechanism to bootstrap the security between a NAF and a UE, without forcing the UE to contact the BSF to initiate the bootstrapping. With the GBA push, the NAF is able to share a secret key with the UE, and to push messages to UE securely. 

Considering that the push mechanism is an efficient way for the message transimission initiated by application fuction, and the interworking operation between AKAM and GBA for backward copmetaibility, it would be beneficial to support the push mechanism for the AKMA. 

However, the GBA push security solution can not be reused here. In this study, AKMA has defined different authentication procedures compared with authentication method specified in GBA, e.g., EAP AKA’, 5G AKA, etc. The push information generated based on the different authentication procudres shall be identified by the UE. Another difference would be that the keys already specified (e.g., KAUSF) in TS 33.501 may be reused in AKMA to gerenate the AKMA anchor key. Therefore, a new security mechanisms for the AKMA anchor function to generate the AKMA push informationa and for the UE to verify push information are required.

5.X.2 Security Threat
Not applicable.

5.X.3 Potential architectural requirement
The system shall support a secure AKMA push framework to allow the application function to push message securely.

*************** End of Change 1 ****************
*************** Start of Change 2 ****************
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